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DETAILED ACTION 

Response to Amendment 

1 . This action is in response to the communication dated May 9, 2005 with the 
amendment to claims 1-8. 

Response to Arguments 

2. Applicant's arguments filed May 9, 2005 have been fully considered but they are 
not persuasive. 

3. Applicant argues that there is no motivation to combine Levy et al. (6,212,633) 
with Wasilewski (5,420,866) and Bleichenbacher et al. (6,735,313). Levy was brought in 
to address the limitations of generating a random base key, encrypting the base key to 
create an open key and transmitting the open key to the recipient. Levy discloses a 
system to secure data communication between secured nodes incorporating data 
encryption and/or access control (col. 1, lines 18-20; col. 7, lines 39-42). Levy discloses 
memory mapped serial communications interface (i.e. IEEE1394), and further teaches 
IEEE 1394 specification defines both asynchronous and isochronous communications 
wherein streaming data such as audio or video data typically is transmitted via 
isochronous communications (col. 9, lines 2-9). Wasilewski and Bleichenbacher are 
both disclose transmitting of stream media, therefore it is proper to combine the 
references to address claimed limitations. 
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4. Applicant argues that none of the cited references discloses the feature of 
assigning a unique tag value to each packet in a data stream as in claims 1 and 6. 
The examiner disagrees, from the title and the abstract, Wasilewski discloses packet- 
based (for emphasis) multiplexed communications system. Wasilewski discloses each 
elementary stream to be transmitted is packetized to form a Packetized Elementary 
Stream (PES), each PES packet consists of a PES packet header and is assigned a 
unique "packet ID" (PID) (col. 1, lines 39-60). Wasilewski discloses a unique tag value is 
assigned to each packet (Fig. 3A, elements PID 10, PID 12 and PID 18; Fig. 3B, 
elements PID 27, PID 35; PID 92 etc.). 

5. In response to applicant's arguments against the references individually, one 
cannot show nonobviousness by attacking references individually where the rejections 
are based on combinations of references. See In re Keller, 642 F.2d 413, 208 
USPQ 871 (CCPA 1981); In re Merck & Co., 800 F.2d 1091, 231 USPQ 375 (Fed. Cir. 
1986). 

6. Applicant's arguments with respect to the rejection(s)of claim(s) 2 have been fully 
considered and are persuasive. Therefore, the rejection has been withdrawn. 
However, upon further consideration, a new ground(s) of rejection is made in view of 
Wasilewski, Bleichenbacher, Levy and Hawthorne. 

Claim Rejections - 35 USC §112 

7. The following is a quotation of the first paragraph of 35 U.S.C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of 
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the 
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art to which it pertains, or with which it is most nearly connected, to make and use the same and shall 
set forth the best mode contemplated by the inventor of carrying out his invention. 

8. Claims 1 and 6 are rejected under 35 U.S.C. 112, first paragraph, as failing to 
comply with the written description requirement. The claim(s) contains subject matter 
which was not described in the specification in such a way as to reasonably convey to 
one skilled in the relevant art that the inventor(s), at the time the application was filed, 
had possession of the claimed invention. The specifications is not clear on defining a 
"unique tag value" although it states a "tag" uniquely identifies a packet (Specifications, 
page 3 lines 6-7). 



Specification 

9. The amendment filed May 9, 2005 is objected to under 35 U.S.C. 132(a) 
because it introduces new matter into the disclosure. 35 U.S.C. 132(a) states that no 
amendment shall introduce new matter into the disclosure of the invention. The added 
material which is not supported by the original disclosure is as follows: "assigning a 
unique tag value to each packet if no tag value already exists". 

Applicant is required to cancel the new matter in the reply to this Office Action. 



Claim Rejections - 35 USC § 103 

10. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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1 1 . Claims 1 , 3-6 and 8 are rejected under 35 U.S.C. 1 03(a) as being unpatentable 
over Wasilewski (5,420,866) in view of Bleichenbacher et al. (6,735,313) and further in 
view of Levy et al (6,212,633). 

a) As to claims 1 and 6, Wasilewski discloses methods for providing 
conditional access information to decoders in a packet-based multiplexed 
communications system comprising a transmitter (Fig. 2, element 198) encrypts payload 
sections of each transport packet stream of data (col. 9, lines 30-36) that assigned a 
unique packet ID (PID) (col. 8, lines 44-46) using unique encryption control words (col. 
9, lines 26-30); transmitter adds the packet ID to the corresponding encrypted packet 
data; inserts the packet so processed into the packet stream and transmit the encrypted 
data packet stream to the recipient (Figs. 3A and 3B). Wasilewski also discloses at the 
recipient's station (Fig. 2, element 201 ), each received encrypted packet is decrypted by 
the decryption information respective to each packet ID (Fig. 6; col. 14, lines 13-20) and 
the decrypted packet data is outputted in a form suitable for playing the streamed media 
(Fig. 2, element 208). 

Wasilewski does not disclose the encryption key used for encrypting packet data 
is created by computing a secure hash of a base key and the assigned tag value of the 
packet. 

Bleichenbacher discloses a system for transmitting an encrypted program 
together with a program identifier which is used by a set top terminal, together with 
stored entitlement information, to derive the decryption key necessary to decrypt the 
program (col. 1 , lines 9-15), the system comprising a program key used to encrypt each 
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program (col. 3, lines 4-6), the program key is created by applying a hash function to the 
master key and program identifier (col. 3, lines 30-37). The master key which reads on 
the base key may be updated for security reason (col. 7, lines 21-23). Bleichenbacher 
also discloses the decryption process (Fig. 9). 

Both Wasilewski and Bleichenbacher do not disclose encrypting the base key to 
create an open key and transmit the open key to the recipient. 

Levy discloses a secure data communication incorporating data encryption 
and/or access control comprising the steps of generating randomly a session key, 
encrypting the session key (col. 13, line 64 to col. 14, line 3) and transmit the encrypted 
session key to target node (col. 14, lines 15-17). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to employ the use of computing hash function of base key and packet ID as 
Bleichenbacher teaches in the system of Wasilewski and the use of encrypting the base 
key as Levy teaches in the system of Wasilewski and Bleichenbacher so as to enhance 
the security of transmitted information. 

b) As to claim 3, Levy as mofied above discloses the base key is encrypted 
using a public key encryption algorithm in conjunction with the recipient's public key and 
wherein the open key is decrypted using the public key encryption algorithm in 
conjunction with the recipient's private key (col. 13, line 64 to col. 14, line 3). 

c) As to claim 4, Wasilewski as modified above discloses the packet data is 
encrypted using a symmetric encryption algorithm in conjunction with the packet key 
and the encrypted data is decrypted at the recipient's station using the symmetric 
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encryption algorithm in conjunction with the recreated packet key (col. 3, line 45 to col. 
4, line 6). 

d) As to claims 5 and 8, Bleichenbacher as modified above discloses the 
hash function used to create and reestablish the packet key is SHA-1 or MD5 (col. 5, 
lines 43-47). 

12. Claims 2 and 7 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Wasilewski (5,420,866) in view of Bleichenbacher et al. (6,735,313) in view of Levy et al 
(6,212,633) and further in view of Hawthorne (5,768,381). 

Wasilewski, Bleichenbacher and Levy do not disclose transmitting the open key 
to the recipient by adding it to the stream header and extracted from the stream header 
at the recipient's station for decryption. 

Hawthorne discloses encryption and decryption of electronically transmitted 
messages (col. 1, lines 6-10) comprising transmitting encrypted session key (i.e. open 
key) as header to the recipient and at the recipient station the encrypted session key is 
extracted for decryption (col. 5, lines 50-67; Fig. 7). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to employ the use of transmitting the open key to the recipient by adding it to 
the stream header and extracted from the stream header at the recipient's station for 
decryption in the system of Wasilewski, Bleichenbacher and Levy as Hawthorne 
teaches so as to strengthen secure communications between two entities. 
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Conclusion 

1 3. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 

§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

14. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Minh Dieu Nguyen whose telephone number is 571-272- 
3873. The examiner can normally be reached on M-F 6:00-2:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on 571-272-3865. The fax phone number 
for the organization where this application or proceeding is assigned is (703) 872-9306. 
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Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is 571 -272- 
2100. 



Minn Dieu Nguyen 
Examiner 

\ Art Unit 21 37 

mdn f _ . 

7/27/05 emman^llmSse 

supervisory patent examiner 



